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BOQ THONG TIN VA TRUYEN THONG

BO THONG TINVA  CONG HOA XA HQI CHU NGHIA VIET NAM

TRUYEN THONG Pic 1ap - Ty do - Hanh phiic
Sé: 25/2010/TT-BTTTT Ha Noi, ngay 15 thang 11 nam 2010
THONG TU

Quy dinh viéc thu thip, sir dung, chia sé, dim bdo an toan va bio v¢
théng tin c4 nhan trén trang thong tin dién tir hodic cong théng tin
dién tir ctia co quan nha nwdc

Can ctr Luat Cong nghé thong tin ngay 29 thang 6 nam 2006;

Cin cir Nghij dinh s6 64/2007/ND-CP ngay 10 thang 4 nim 2007 ctia Chinh phu
vé Ung dung cong nghé thong tin trong hoat dong ctia co quan nha nudc;

Cin ctr Nghj dinh s 187/2007[NB—‘(‘P ngay 25 tha'ing ,]2 ndm 2007 cua Chinh,
phu quy\dinh chirc niang, nhiém vu, quyén han va co cau to chirc cia B Thong m\g]
va Truyén thong;

Theo dé nghi cta Cuc truong Cuc Ung dung cong ngh¢ thong tin,
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QUY DINH:

Chuong 1
QUY DINH CHUNG

Piéu 1. Pham vi diéu chinh

Thong tu nay quy dinh viéc thu thap, s dung, chia sé thong tin cd nhan
va cac bién phap dam bao an toan va bao vé thong tin cd nhédn trén trang
thong tin dién tir hoac cong thong tin dién tir clia co quan nha nudc (sau day goi la
cong thong tin dién ti).

Piéu 2. Pi tweng ap dung

1. Co quan nha nudc theo quy dinh tai Nghi dinh s6 64/2007/ND-CP dang quan
ly, van hanh cong thong tin dién tir (sau diy goi la co quan chu quan).

2. Céa nhan khai thac, str dung cong thong tin dién tir ciia co quan nha nudc.



4 CONG BAO/S6 711 + 712 ngay 03-12-2010

biéu 3. Giai thich tir ngir

Trong Thong tur nay, cac tir ngtr dudi day duge hiéu nhu sau:

[. Trang thong tin dién nr 1a trang thong tin hoac mdt tap hop trang thong tin trén
moi truong mang phuc vu cho viée cung cap., trao doi thong tin.

2. Cong thong tin dién tr 1a diém truy cap duy nhat trén moi truong mang, lién
ket, tich hop cac kénh thong tin, cac dich vu va cac (rng dung ma qua d6 ngudi dung
cd thé khai thac, sir dung va ca nhan hoa viée hién thi thong tin.

3. Thong tin ca nhan la thong tin da dé xac dinh chinh xac danh tinh moét ca
nhan, bao gom it nhat mot trong nhirng thong tin sau day: ho tén, ngay sinh, nghé
nghiép, chire danh, dia chi lién h¢, dia chi thu dién tu, s6 dién thoai, s6 chirng minh
nhan dan, so h¢ chiéu. Nhirng thong tin thudc bi mat ca nhian gom coé hé so y té, hd
so ndp thué, s6 thé bao hiém xa hdi, sé the tin dung va nhirng bi mat ca nhan khac.

4. Trang chi la trang thong tin dau ticn ma nguoi str dung nhin thiy khi ma cong

thong tin di¢n tr theo dia chi cong thong tin dién tir ma co quan, td chirc da dang ky
va dugc c*flp.

g

5. Nguoi s dung 1a ca nhan khai thac, s dung cong thong tin dién tr cua 6o

H
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quan nha nudc hodc nguot dai dién theo phap luat cua ca nhan do.

i

~

Diéu 4. Nguyén tic thu thip, su dung, chia sé, dim bdo an toan va bio vé
thong tin ci nhan

[. Viée thu thap, s dung va chia sé théng tin ca nhan qua cong thong tin dién tur
cua co quan nha nudc dugce bao vé va dam bao an toan.

2. Viéc trao doi, truyén dua, luu trit thong tin ¢ nhan trén cong thong tin dién tir
duoc bao vé va dam bao an toan theo quy dinh phap luat.

3. Vi¢e thu thap va st dung thong tin ca nhan phai dugce sy dong y cua ca nhin
do trir nhirg truong hgp phap luat co quy dinh khac.

4. Pam bao an toan va bao v¢ thong tin ca nhan la yéu cau bat buge trong qua
trinh thiét ké, xay dung, van hanh, bao tri va nang cap cong thong tin dién tuir cua co
quan nha nuoc. '

Chuong 11
THU THAP, SU DUNG VA CHIA SE THONG TIN CA NHAN

Piéu 5. Thu thip thong tin ¢4 nhan
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l. Co quan chii quan thong bao va huéng dan trén cong thong tin dién tir cho ca
nhén biét vé hinh thire, pham vi va muc dich cta viéc thu thap va stir dung théng tin
ca nhan.

2. Hinh thirc thu thap thong tin ca nhin bao gom: do ngudi sir dung cung cép khi
sir dung dich vu cong truc tuyén hodc dugce thu thap tu dong trong qua trinh ngudi
str dung truy cdp cong thong tin dién tir.

3. Co quan chu quéan ¢6 trach nhiém tao cac biéu mau dién tr tich hop trong hé
thong cong thong tin dién tir dé thu thap thong tin ca nhan.

Diéu 6. Sir dung thong tin ca nhan

I. Co quan chu quan chi sur dung thong tin ca nhan cho nhirng muc dich da duoc
néu rd trude khi tién hanh thu thap thong tin.

2. Co quan chu quan phai cung cap co ché Iya chon giGi han ndi dung va pham
vi sur dung thong tin ca nhan.

Diéu 7. Truy cdp va cip nhit théng tin c4 nhan

1. Co quan chu quan phai cung cap cho ngudi sir dung quyén truy cap vao thong

N

tin ca nhan cua minh. &

2. Truong hop ca nhan khong thé dang nhap dé xem thong tin ciia minh thi )
quyén yéu cau co quan chu quan cip lai thong tin vé tai khoan dang nhép.

3. Ca nhan cé quyén yéu cau co quan chu quan kiém tra, dinh chinh, bé sung,
stra doi thong tin ca nhan.

4. Truong hop thong tin ca nhan dugce sira d6i ma da cung cap cho co quan nha
nude khac thi co quan cung cdp thong tin phai thong bdo cho co quan tiép nhén
théng tin biét dé cap nhat mot cach nhanh nhat.

Piéu 8. Cung cap, chia sé théng tin ca nhén

1. Co quan chii quan khéng dugc cung cép, chia sé thong tin ca nhan thu thap,
tiép can hodc kiém soat dugc cho bén thi ba trir trudng hop ¢ su déng y ciia ca nhan
d6 hodc phap luét cé quy dinh khac. |

2. Viée xin y kién nguoi stir dung dé cung cip, chia sé thong tin ca nhan phai
dugc tién hanh thong qua mot bude riéng dé ngudi d6 lya chon chip nhan hoic tir
chéi. Khéng dugc thiét lap co ché chon dong y mic dinh cho nguoi sir dung.

3. Nguoi sir dung c6 quyén yéu cau cip xac nhan vé ndi dung thong tin ca nhén
do co quan chu quan luu trir.
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4. Co quan chi quan khi tiép nhan thong tin ca nhan tir mot co quan nha nudc
khac theo quy dinh phap luét phai ¢ trach nhi¢ém dam bao an toan va sur dung thong
tin ca nhan ding muc dich.

Chuwong 111
CAC BIEN PHAP PAM BAO AN TOAN VA BAO VE
THONG TIN CA NHAN

Picu 9. Hoat dong dam bio an toan va bio vé thong tin c4 nhan

I. Co quan chii quan ¢6 trach nhiém xdy dung va ban hanh quy dinh vé dam bao
an toan va bao vé thong tin ca nhan; huéng dan va kiém tra thuong xuyén viéc thuc
hién quy dinh; bao dam cong théng tin dién tir dap tng cac tiéu chuén, quy chuan k¥
thuat vé an toan thong tin ca nhén.

2. Co quan chi quan khong chiu trich nhiém vé dam bao an toan va bao vé
thong tin ca nhan déi voi cac truong hop sau:

a) Thong tin c4 nhan duoc tiét 1, cong khai bdi co quan tiép nhéan thong tin;

b) Thong tin ca nhan do ngudi sir dung vé tinh hodic ¢d v tiét 16, chia se.

07 h2610
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Piéu 10. Gidm sat qua trinh sir dung théng tin ¢4 nhan

1. Co quan chu quan co trach nhiém xay dung va ban hanh ndi quy dam bao an
toan va bao vé thong tin c nhan khi khai thac, sir dung dich vu cong tryc tuyén trén
cong théng tin dién tur.

2.Noi quy bao gom cac quy tic quan ly théng tin ca nhan don gian, dé hiéu dé
ap dung mot cach thich hop va hiéu qua, phtt hop véi quy mé cung cap thong tin va
dich vu cong truc tuyén trén cong thong tin dién tu.

3.No6i quy dam bao an toan va bao v¢ thong tin ca nhan phai dugc duy tri va
giam sat thuc hién thuong xuyén.

Piéu 11. Cong khai quy dinh dam bio an toan va bio vé thong tin ca nhin

1. Co quan chi quan cé trach nhiém thong bao ré cac quy dinh vé dam bao an
toan va bao vé thong tin ca nhan trén trang chu hoidc cung cap mot co-ché dé ngudi
sir dung dé dang tiép can va tim hiéu trén cong thong tin dién tu.

2. Cac quy dinh vé dam bdo an toan va bao vé théng tin ca nhan phai dap tng
cic yéu ciu sau day:

a) Noi dung dom gian, rd rang, dé hiéu, phit hop véi tinh chét, quy trinh cong viée
lién quan va khong chong chéo;
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b) Puoc té chitc khoa hoc, ¢6 kha nang in 4n, hién thi duoc vé sau va c6 thé truy
cap bang phurong phap tric tuyén;

¢) Mé ta cach thirc thong tin ca nhan s& dugc xir ly sau khi thu thap trén cong
thong tin dién tir, cac ndi dung thong tin c6 thé duoc chia sé vdi bén thir ba;

d)Puoc hién thi rd d6i véi nguoi st dung trude thoi diém nguoi sir dung giri
thong tin ca nhan.

3. Truong hop quy dinh ddm bao an toan va bao vé thong tin ca nhan ¢ thay doi
duéi bét ky hinh thirc nao, co quan chu quan phai dang tai thong tin cap nhat trén
cong thong tin dién tur.

Diéu 12. Cac bién phap k¥ thuat dé dam bao an toan va béo vé thong tin
ca nhan

1. Co quan chu quén c6 trach nhiém ap dung céac bién phap ky thuat dé dam bao
an toan dir liéu, an toan mang may tinh, ddm bao an toan va bao v¢ thong tin ca nhan;
chdng truy cép, sir dung, thay doi, phat tan trai phép théng tin ca nhén va cac hanh
vi khong dugc phép khac.

2. Ap dung quy trinh dam béo an toan va bao vé thong tin ca nhan.

3. Sir dung cong nghé ma hoa doi véi théng tin thude bi mat ca nhan.
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4. Ap dung quy trinh quan ly an toan ha tang k¥ thuét bao gébm (nhung kh
gio1 han):

a) Thiét lap hé thng tudng lira;

b) Ma hoéa tin hiéu trén dudng truyén;

¢) Str dung tai khoan, mat khau;

d) Thiét 1ap giai phdp va hé thong thiét bi du phong, tr dong khoi phuc
dir liéu;

d) Sir dung cac thiét bi chuyén dung c6 chic nang bao vé tu dong tang cudong
kha nang phong, chong sy tan cong dot nhap tir bén ngoai.

5.Co quan chi quan phai tuan thu cic tiéu chuan, quy chuin ky thuat vé bao
dam an toan, bao v¢ thong tin ca nhan trong qua trinh chia s¢, trao doi thong tin gitra
cac co quan nha nudec.

Piéu 13. Luru trir thong tin c4 nhén

1. Co quan chi quan cé trach nhiém luu trir thong tin ca nhén trén cong thong
tin dién tur to1 khi nao con can thiét dé thuc hién dich vu cong truc tuyén duogc ding
ky va tuan thu quy dinh cia Nha nudc vé Luu trir.
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2. Thong tin ca nhan dugc thu thap dé phqc vu cho muc dich khao sat, thong ké
chi duoc luru triv dén khi cong tac khao sat, thong ké ket thuc.

Piéu 14. Bio dam tinh tuwong thich véi cong ngh¢

Co quan chi quan hodc t6 chirc, doanh nghiép dugc thué xdy dung, duy

tri hé théng cong théng tin dién tr cho co quan nha nude phai ap dung cac ti€u
chuin, quy chuan ky thuat lién quan dén bao dam an toan va bao vé thong tin

ca nhan.

Pidu 15. Kiém tra, danh gia mirc d§ dam bio an toan va bio v¢ thong tin
¢4 nhan

1. Co quan chu quan cin tién hanh kiém tra, danh gia thuong xuyén veé mirc do
dam bao an toan va bao vé thong tin ca nhan.

2. Quy trinh kiém tra, danh gia phai dap tng cac yéu cau sau day:

a) Tuan thi cac quy dinh phap luat;

b) Xac dinh ndi dung thu thap, muc dich thu thap, muc dich sir dung, cac co quan
duoc chia s¢ thong tin ¢a nhan;

¢) Panh gia hiéu qua va rui ro cua viée thu thap, sir dung va chia s¢ thong tin
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ca nhan;

d) Kiém tra va danh gia mirc do dam bao an toan va bao v¢ thong tin ca nhan;

d) Kiém dinh ha ting ky thuat vé mat an toan thong tin phu hop voi cac
tiéu chuan, quy chuan ky thuat duge quy dinh;

¢) Xay dung bién phap du phong dé giam thiéu tac dong xAu khi xay ra mat an
toan doi vdi thong tin ca nhan;

g) Nghién cilru cac han ché cua cong thong tin dién tu lién quan dén bao dam tinh
toan ven cua thong tin cd nhéan dé tién hanh cac bién phap khac phuc kip thoi.

3. Ngay khi co su thay dbi ho#ic nang cip cong thong tin dién tir, co quan
chu quan phai kiém tra danh gia lai vé mirc d6 dam bao an toan va bao vé thong
tin ca nhan.

Piéu 16. Pidu kién dam bio an toan va béo vé thong tin ci nhén

1. Can b0, cong chire trong co quan chi quan phai nim virng cac quy dinh phap
ludt va ndi quy cua co quan vé bao dam an toan va bao vé thong tin ca nhan.

2. Chuyén vién ky thuat phai dugc tuyén chon, dao tao, thudong xuyén boi
dudng nghiép vu phu hop voi nhiém vu duge giao va dugc tao diéu kién lam viéc

phu hop.
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3. Uu tién str dung chuyén vién k¥ thuét cua co quan chu quan dé bao dam an
toan va bao vé thong tin ca nhén luu trit trén cong thong tin dién tir. Trudmg hop can
thiét co thé sir dung dich vu dam bao an toan thong tin cua cac to chirc, doanh nghiép
bén ngoai nhung phai ¢ cam két bang van ban véi td chire, doanh nghiép do vé dam
bao an toan va bao vé thong tin ca nhan.

4. Co quan chu quan c6 trach nhiém bd tri kinh phi dé phuc vu cho cong tac dam
bao an toan va bao vé thong tin ca nhan (rén céng thong tin dién tu.

Chuong IV
TO CHUC THUC HIEN

Diéu 17. Trach nhiém cia co quan chi quin

l. Thuc hién theo cac quy dinh tai Thong tu nay dé dam bao thong tin cé nhan
cung cép trén cong thong tin dién to duge st dung diung muc dich, khéng bi mat,
danh cap, tiét 16 hay thay déi hodc phé huy.

it}

2. Phéi hop voi cac co quan ¢6 thim quyén trong qua trinh diéu tra, xit ly cé{,i

.
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hanh vi vi pham cac quy dinh phap luat vé dam bao an toan va bao vé thong ti

U

ca nhan.

3. Pho bién va dam bao viée thyc hién cac quy dinh vé dam bao an toan va bao
v¢ thong tin ca nhan trong ndi bo co quan.

4. Tuyén truyén, nang cao nhan thirc cho cac t6 chire, ca nhan tham gia cung cap,
khai thac thong tin va str dung dich vu cong trire tuyén trén cong thong tin dién tur vé
muc dich. vai tro, y nghia cua viéc dam bao an toan va bao vé thong tin ¢4 nhan.

|A L4 -~ e L ¥

Diéu 18. Trach nhiém cua nguoi su dung

I. Cung cap thong tin ca nhan chinh xéc, day du, trung thuc dé thuc hién dich
vu cong truce tuyén hodc khi dugce co quan nha nudce yéu cau va chiu trach nhiém doi
voi nhirng thong tin ca nhan do minh cung cap.

2. Gitr kin tai khoan ca nhén khi tham gia khai thac, sir dung cong thong tin dién
tr ctia co quan nha nude va hoan toan chiu trach nhiém déi vdi tat ca cac hoat dong
dién ra thong qua viée str dung tai khoan cua minh.

3. Tuén thu cac quy dinh va huédng dan ctia co quan nha nude dé dam bao an toan
va bao v¢ thong tin ca nhan trén cong théng tin dién t.
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Piéu 19. Trach nhi¢m hwéng din thi hanh

[. Cuc Ung dung cong nghé thong tin - By Thong tin va Truyén thong co trach
nhiém tuyén truyén, huéng dan, don ddc viée thuc hién cac ndi dung cua Thong tur
nay; hang nam danh gia viéc dam bdo an toan va bao vé thong tin ca nhén trén cong
thong tin dién t cua cac Bg, co quan ngang B, co quan thuoc Chinh phu, Uy ban
nhan dan cac tinh, thanh phé truc thuge Trung uvong.

2. Trung tdm Ung ciru khan cap may tinh Viét Nam (VNCERT) c6 trach nhi¢m
phm hop, hd tro cac van dé lién quan dén cong thong tin dién tir ¢6 kha néng gay
mat an toan, an ninh thong tin ca nhan; phdi hop xay dung cac tiéu chuédn ky thuat
ap dung cho cong thong tin di¢n tur dé dam bao an toan va bao vé thong tin ca nhan;
ho trg cac co quan nha nude trong viée khac phuc su cd mat dam bao an toan thong
tin c4 nhan trén cong thong tin dién tur.

3. Thanh tra B6 Théng tin va Truyén thong c6 trach nhiém thanh tra, kiém tra,
x(r 1y vi pham theo quy dinh cta phap ludt trong viéc thuc hién cac quy dinh cua
Thong tu nay.

4. Pon vi chuyén trach cong nghé thong tin cac B9, co quan ngang Bo, co quan.,

i
|

thudc Chinh phu, S¢ Thong tin va Truyén thong cac tinh, thanh phé tryc thudc Trung:

Pew

wong c6 trach nhiém tuyén truyén, pho bién, huéng dan viée thuc hién cac quy dinkt
ctia Thong tu ndy trong co quan va cac don vi truc thudc.

Piéu 20. Hiéu luc thi hanh

1. Thong tu ndy c6 hiéu lyc thi hanh ké tir ngay 01 thang 01 nam 2011.

2. Trong qua trinh thuc hién néu c6 vin dé phat sinh, vucmg mic, cac co quan,
t chirc, ca nhan can phan anh kip thoi vé B Thong tin va Truyén thong dé xem xét,

bod sung, stra doi./.

KT. BQ TRUONG
THU TRUONG

Nguyén Minh Hong
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